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Cognitive Twins: Data-Driven Computational Representations for
Modeling, Measuring, and Influencing Attacker Behaviors
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Cognitive Agents

Feature Extraction
(RNN, NLP)

State of the art game theory and machine learning to adapt defenses
& based on behavioral models of attackers and defenders /

/ Develop Al teammates for CPTs to ensure accurate, \
efficient, and safe human-Al collaborations

Observational Assessment of Teamwork in Security
(OATS) instrument and posterior distributions of factors in

Current development of the Interactive Defense
Game (IDG) (Prebot et al., 2022) for research on OATS predictive of CPT performance (Buchler et al.,
2018) /

Human-Al CPTs.




